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SYNOPSIS

Appellant had three alleged security violations, and several other alleged transgressions listed on his statement of reasons. The U.S. Army Central Personnel Security Clearance Facility (USA CCF) informed Appellant that the transgressions alleged under the personal conduct guideline did not constitute a security concern. The evidence did not establish that Appellant violated any security rules or regulations. I recommend that the Department of the Army Personnel Security Appeals Board overturn the letter revoking his eligibility for access to SCI information and his access to classified information.

HISTORY OF CASE

On December 13, 2005, the U.S. ,Army Central Personnel Security Clearance Facility (USA CCF) issued Appellant a Letter of Intent (LOl) to Revoke Sensitive

Compartmented Information (SCI) Access Eligibility and Security Clearance.  The LOI detailed reasons why the USA CCF could not make a preliminary affirmative finding that it is clearly consistent with the interests of national security to grant or continue Appellant's security clearance and eligibility for SCI access. Specifically, the LOI forwarded a Statement of Reasons (SOR) setting forth security concerns arising from Appellant's personal conduct and security violations.

On March 9, 2006, Appellant responded in writing to the LOI, providing information on the SOR allegations. The USA CCF issued a letter revoking his eligibility for access to SCI information and his access to classified information (LOR) on September 27, 2006. The LOR indicated his personal conduct and the security violations remained a security concern. On October 10, 2006, he requested a personal appearance before an administrative judge from the Defense Office of Hearings and Appeals (DOHA).  On October 13, 2006, Lieutenant Colonel XXX, Deputy Commander, USA CCF, informed Appellant's counsel that all SOR allegations were mitigated except for the three security violations (pages of documents admitted (pg.) 41-43). Nevertheless, this decision will briefly address all SOR allegations, as some provide background information, explaining Appellant's motive for tape recording a conversation in the workplace.

On June 8, 2007, DOHA received the case, and assigned it to me. Appellant's lawyer requested a delay until July 6, 2007. A notice of personal appearance was issued on June 13, 2007. The personal appearance was held on July 6, 2007. (DOHA received the record of the hearing (R.) on July 18, 2007. Appellant provided documentation pertaining to the security concerns, and I admitted 44 pages of documents into the record.

FINDINGS OF FACT

Appellant is a 60-year-old civilian employed by Department of the Army. {PERSONAL INFORMATION REDACTED FOR PRIVACY REASONS.} He has a Ph.D. He worked for “EMPLOYER 1” for five years (R. 16), and then for “EMPLOYER 2” for 17 years (R. 16). He received “EMPLOYER 2’s” Administrator's Award for his contributions during Operation Desert Storm (R. 17; File at 257). He also received the “EMPLOYER 3” Gold and Bronze Awards for saving lives and money in 1997 and 1994, respectively (R. 17; File at 44, 238, 256, 257). Next, he worked for “EMPLOYER 4” (R. 18). At “EMPLOYER 4”, he had some performance difficulties concerning attracting funding for research projects, and he was placed on a performance improvement plan (R. 18; File at 273-274).  “EMPLOYER 4” sent him to “EMPLOYER 5” for a two-year detail, and at the conclusion of that assignment, he lost his job due to a reduction in force (R. 19; File at 258). On July 26, 2004, he received a job with “EMPLOYER 6”, under the Priority Placement Program (R. 19-20). Appellant has periodically held a security clearance during the last 20 years (File at 44).

SOR ¶ 1.a (security violation)

Between January 1999 and May 2000, while Appellant was employed with “EMPLOYER 4”, a security clearance background investigator wanted to interview him in private concerning several of his subordinates (R. 20-21; File at 45). A Sensitive Compartmented Information Facility (SCIF) conference room was next to Appellant's office (R. 22). The SCIF conference room was not used to store classified materials (R. 23). Appellant ensured no classified documents were inadvertently left in the SCIF conference room (R. 22). One employee was in the area, and Appellant told the employee of the confidential interview to ensure no classified information was discussed, and the employee did not hear Appellant discuss private information with the investigator (R. 23). Appellant checked the identification and credentials of the investigator (File at 45). Appellant escorted the investigator throughout the time he was inside Appellant's building (R. 24). Appellant assumed the investigator was as reliable and responsible as someone who fixes the plumbing or cleans the area (R. 24). Subsequently a security officer verbally warned Appellant about allowing an uncleared person into a SCIF. See SOR ¶ 1.a.  The Office of Personnel Management (OPM) interview indicates Appellant received a "note of caution" concerning the incident (File at 261). Appellant was never told that he violated any particular regulation, and he complied with the security officer's caution about handling of SCIF visitors (R. 26-27). Uncleared visitors are permitted in a SCIF provided the area is sanitized and the visitor is escorted.  Appellant met both these criteria. Appellant said he was not aware that his conduct violated any security rule (R. 121-122). The record evidence does not allege a particular security rule was violated. I conclude that the evidence does not establish violation of any security rules.

SOR ¶ 1.b (damage to a yard cart and retention of a shed key)

Between 1999 and 2003, Appellant borrowed a yard cart from a neighbor, and used the neighbor's tools and tool shed (File at 46, 270). His neighbor has some psychological problems, and her description of her interactions with Appellant are not completely accurate (File at 46). He damaged the bicycle-type wheels on the cart, and did not offer to pay for the damaged cart. Id. The neighbor gave the cart to Appellant. Id. The owner of the cart did not ask him to pay for the cart. Id.  Mr. “A” provided a statement indicating the rim of the yard cart's wheel was damaged, and Appellant repaired the damage. (File at 68). Appellant gave the: cart to Mr. “A”, who continued to use the cart until he left “THE STATE” in December 2005. Id. Appellant mistakenly retained the neighbor's shed key after he left “THE STATE”; however, when he returned to “THE STATE”for a visit, he returned the key to her. Id. The evidence does not establish that he violated a rule.

SOR ¶¶ 1.c and 1.d (security violation)

SOR ¶¶ l.c and l.d allege on December 18, 2000, Appellant gave classified information concerning satellite capabilities to an UNNAMED ENTITY I (“UE I”)  reporter, who interviewed him during a trip to “A LOCATION”. A security manager at “EMPLOYER 4” opined that the “UE II” investigated the allegation (File at 278). The security manager did not provide details about why she believed this to be true. The OPM ROl indicates:

A copy of a “PUBLICATION” dated “DATE” by a “UE I” “AUTHOR” contains statements by the subject about the capabilities of “EQUIPMENT”.  He was interviewed by the “AUTHOR” while on a research project in “LOCATION” studying “SUBJECT MATTER” by “EQUIPMENT”. He told the “AUTHOR” that he used his military connections and arranged to have “EQUIPMENT UTILIZED”. His record contains no information or documentation of an inquiry into the matter. There is no indication of any actions against the subject related to this matter.

File at 272-273. Appellant described the reason the “UE I” “AUTHOR” included his name in the “PUBLICATION”, and provided the location of the “UE I” “PUBLICATION” (File at 50). A “UE II” “OFFICIAL” was present when Appellant was interviewed (File at 50-51). Appellant insists that he did not provide classified information to the “UE I” reporter, and the “UE I” article does not attribute to Appellant any classified information (File at 50-51). There is no record evidence that the information he revealed to “UE I” was classified. This allegation is not established.

SOR ¶¶ 1.c to 1.e- (filing grievances and complaints)

SOR ¶¶ 1.c to l.e allege Appellant abused the grievance system by making allegations and complaints. Other sources questioned Appellant's honesty and judgment, apparently related to his filing of grievances and complaints against “EMPLOYER 4.” SOR ¶¶ 1.f and l.h.  A source indicated Appellant wanted a security clearance, even though it was unnecessary for his “EMPLOYER 4” job (File at 278). Other witnesses were aware of Appellant's allegations at “EMPLOYER 4”, and questioned his loyalty to “EMPLOYER 4.”
An attorney from the legal office more specifically described Appellant's complaints about “EMPLOYER 4” irregularities, and did not indicate Appellant's allegations were in bad faith or factually false. The attorney represented the government at the Appellant's MSPB proceeding, and as a government advocate his interests were opposed to Appellant's interests. He described Appellant as "a stickler for close attention to all rules and regulations." (File at 49, 275). Appellant's complaints pertained to “EMPLOYER 4” budget, payroll, and hiring irregularities (File at 275-277). “EMPLOYER 4” did not contest the legitimacy of Appellant's complaints and settled the personnel action that was taken against him. Id.

The overall OPM investigation and Appellant's materials revealed more witnesses who support Appellant than witnesses who question his motivation for making complaints and filing grievances at “EMPLOYER 4.” His allegations were made in good faith, and are based in fact. The record evidence does not establish that he violated a rule.

SOR ¶ 1.g (stalking)

From July 2004 until approximately February 2005, Appellant frequently went to lunch with several employees of “EMPLOYER 6,” including Ms. “B” and Ms. “C” (R. 34​35; 53-54; 58-61; File at 57). In February 2005, Appellant moved into the same division where Ms. “B” and Ms. “C” worked (R. 35). On February 25, 2005, Mr. “D” a senior employee at “EMPLOYER 6”, noticed Appellant "sitting too close" to Ms. “B” and Ms. “C” and looking over their shoulders at a workstation they were using (File at 164). Later that day, Mr. “D” questioned them about their relationships with Appellant. Id. Ms. “B” said Appellant looked up her ex​husband on the internet, and drove through her neighborhood looking for her house. Id. Ms. “C” said she felt uncomfortable around Appellant. Id.

On February 28, 2005, Appellant was invited to go to the customary lunch with Ms. “B” and Ms. “C” (R. 61-62). Appellant was not informed that Ms. “B” and Ms. “C” did not want to have lunch with him until he was counseled about his relationship with them on February 28, 2005 (R. 133-134; pg. 33-34). Later, on February 28, 2005, Appellant's supervisor sent him an e-mail stating he was distracting the female employees on February 25, 2005. In the e-mail he directed Appellant to stay out of the office areas where Ms. “B” and Ms. “C” worked, and to minimize his contact with them (R. 62-63; File at 165; pg. 16, 19). Appellant was very upset about the email, and considered it an official document alleging improper conduct (R. 64-65).

On March 7, 2005, Appellant sent a lengthy e-mail to eight of his supervisors denying any misconduct and making a variety of allegations against Ms. “B” and Ms. “C” (R. 65-67; pg. 17A-17G; File at 166-172). Some of his allegations raised security concerns, and/or alleged Ms. “B” and/or Ms. “C” displayed organizational disloyalty by making derogatory comments about the Army and their supervisors at a public restaurant (R. 61-62). On March 8, 2007, Appellant was counseled about sexual harassment without being provided any factual description of his alleged harassing behavior (R. 68). Appellant subsequently learned that Ms. “B” said he often looked at her breasts and told her once she "look[ed] like trouble;" however, Appellant said her description was a misquote (R. 113-116). The reaction of Appellant's supervisors to his lengthy e-mail of March 7, 2005, was negative, as they questioned his judgment and stability (pg. 33-34).

On March 9, 2007, after work, Appellant went to the gym with Ms. “E,” an “EMPLOYER 6” employee (R. 71; File at 59). After working out for about an hour, he drove his normal route home his apartment  (R. 71 -72; File at 59). Ms. “B” usually drives home via the “HIGHWAY” (R. 74). On March 9, 2007, Ms. “B” left her office, and on her way home, she noticed Appellant in his vehicle as she drove through an 'intersection (File at 176). She turned around, and returned to the office to report him for following her (File at 59, 176).

On March 10, 2007, Mr. “D” told Appellant he was under investigation for misconduct, to avoid contact with Ms. “B” and Ms. “C”, and he suspended Appellant's access to the SCIF (R. 69; pg. 18). On March 11, 2007, Appellant attended a meeting chaired by Mr. “D” and attended by law enforcement and security representatives, and he was accused of stalking Ms. “B” by following her home on March 9, 2007 (R. 70-71).

On March 11, 2007, at about 4:00 p.m., Ms. “B” signed an arrest warrant accusing Appellant of stalking her (R. 73).

Mr. “D” responded to Appellant's allegations by asking Ms. “B” and Ms. “C” and their supervisors whether Ms. “B” and/or Ms. “C” were under stress or were unreliable (File at 175; pg. 20). Apparently Mr. “D” did not confront them with Appellant's specific allegations. Id. The supervisor determined Appellant's allegations were unfounded, and no further investigation was warranted.

Id.

On March 11, 2005, Mr. “D” interviewed Appellant about the allegations. (File at 177-178). Appellant said he went to the gym to work out. Id. After working out he drove home. Id. His route home is similar to Ms. “B”'s. Id. He did not see her, or knowingly follow her (File at 178).

On October 19, 2005, Appellant was found not guilty of stalking (File at 60).

SOR ¶¶ 1.g and 1.h (security violation)

On March 10, 2005, Appellant brought a tape recording device to his office because he wanted to record Ms. “B” and/or counseling sessions with his supervisors (R. 84-88; File at 60). He believed Mr. “D” and Ms. “B” had a special relationship (R. 85-86). He thought the recording would settle any subsequent disputes about what was said (R. 84-88). He routinely carried a photography capable cell phone, although he did not use that capability (R. 106; File at 60). He attempted to record Mr. “D”'s counseling session on March 10, 2007: however, the device did not record the conversation for technical reasons (R. 88, 102-103; File at 60-61). He did not attempt to tape record the: more intensive counseling session with Mr. “D” on March 11, 2005 (R. 102-103). His cell phone did not contain any photographs, and his recording devices did not contain any other recordings of persons who did not consent to the recording prior to March 14, 2005 (R. 98-99; pg. 26).

On March 14, 2005, Appellant turned on the recording device in the parking lot and brought the recording device to his office area where he was arrested for stalking. The recording device captured the arresting officers telling Appellant he was under arrest (R. 90-91; File at 61). The officer who searched him, found a digital tape recorder, connected to a microphone, as well as two recording devices on Appellant's person (File at 136). Appellant's also had a cell phone with a photographic capability on his person (File at 60). Appellant denied that he possessed these devices in any rooms where the devices were prohibited (R. 130​131; File at 61).

SOR ¶¶ 1.g and 1.h allege Appellant brought these devices into a restricted area of a secure facility. He then recorded a conversation with his supervisor. The Command Security Manager, stated in an e-mail dated September 21, 2006, that Appellant admitted bringing a recording device into Room 1 of the Building 1 and recording a conversation with his supervisor. She stated Room 1 in the Building 1 is a restricted area. She provided a copy of a Restricted sign.  It includes the warning:

Photographing, making notes, drawings, maps, or graphic representations of this area or its activities is prohibited unless specifically authorized by the commanding officer. - Any such material found in the possession of unauthorized personnel will be confiscated.

The sign does not preclude possession of photography or recording devices. The sign provides a general prohibition against collection of information pertaining to the physical security of an area, and against collection of classified information about other activities through making notes. For example, employees can certainly make notes as necessary of non-classified duties or purposes, but they are not permitted to make notes about the physical layout, security conditions or activities. Another sign applying only to "VISITORS" prohibits, "cameras . . . cellular telephones [, and] recorders." Appellant is an employee, not a visitor, and the visitor prohibition does not apply to him.

Appellant provided an exterior building photograph showing the locations of Building 2 and 2A (pg. 4). Essentially Building 2 is a less restricted building in front of Building 2A, which is a SCIF (R. 39-40). The Notice described above is posted at the Guard Desk in front of Building 2.

There is a policy memorandum and standard operating procedure, which restrict or prohibit devices in particular rooms of Building 2. “EMPLOYER 6” Standard Operating Procedure (SOP) “SECTION” prohibits recording devices and photographic devices in Building 2A (pg. 8), and a small number of rooms in Building 2 (pg. 8; R. 43). The rooms with restrictions are marked in yellow on the floor plan for Building 2 (pg. 10). Restricted Area signs (pg. 9) are posted on doors of particular rooms in Building 2 (R. 44-45; pg. 8-10). See SOP, page 3; pg. 8). Room 2 of Building 2 is Mr. “D”'s office, and Room 3 is Appellant's office/cubical (R. 52; pg. 2, 11). These key locations are highlighted in yellow, and Room 2 is located in the ring closest to the center of the building (pg. 11). Room 3 is located directly across the hallway from Room 2 (pg. 11). Ms. “B”'s office is about 20 feet from Appellant's cubical.

A policy memorandum dated January 13, 2003, authorizes possession of cell phones and other personal electronic devices (PED) in Building 2, but restricts their possession in areas where classified information is being discussed (R. 56; pg. 12-15).  The Security Office is supposed to determine when the policy memorandum applies (pg. 14). Ten “EMPLOYER 6” personnel signed the front of the policy memorandum indicating they were aware of the PED policy; however, Appellant did not sign the document (R. 56). Appellant said the PED policy was not part of his in-processing packet, and he did not see the PED policy until the middle of 2006 (R. 56-57). Appellant believed the persons signing the PED policy were guards (R. 57).

Appellant provided his route to his office and Mr.”D”'s office when carrying the PEDs (R. 92-95; pg. 10). The most direct route does not enter any areas where the possession of PEDs is prohibited (R. 94-95).

"[I]n “STATE” it is not a criminal offense for a person to record a conversation where the person is a party to the communication or one of the parties to the communication has given prior consent to the recording. “STATE” Code “SECTION”. In other words, in “STATE”, there is no criminal prohibition against recording a telephone conversation provided one of the parties to the conversation has consented to the recording." “CASE NAME”, “CITATION”. After Army Regulation 600-20, paragraph 5-21 was rescinded in 1984, tape recording of conversations without consent of all parties was no longer prohibited by non-law enforcement personnel. See Clark, Wes, Electronic Surveillance and Related Investigative Techniques, 128 Mil.L.Rev.155, 188-189 and n. 107 (Spring 1990). I was unable to locate any regulation or rule that Appellant violated when he tape recorded the officer arresting him, or when he attempted to tape record his supervisor's counseling session.

SOR 11.h (misrepresenting his address, and comments about making bombs)

Appellant misrepresented his current legal address to his supervisory chain of command. SOR ¶ l.h. His supervisor thought he lived in “LOCATION A” rather than in “LOCATION B” (File at 178). Appellant explained that the information about his address was accurate because he was in transition from an apartment to a house (File at 62-63).

SOR ¶ 1.h alleges Appellant made a veiled threat about his ability to make explosive devices (R. 83; File at 178). On March 11, 2005, Appellant told his supervisor that the explosives referred to were common high school projects (File at 63, 177). Appellant provided a detailed rebuttal to this allegation with references to supporting statements (File at 63-65).

CONCLUSIONS

As set forth in the regulation, every recommended personnel security decision must be a fair and impartial overall common sense decision based on all available evidence, both favorable and unfavorable. The decision must be arrived at by applying the standard that the grant or continuance of a security clearance or access to classified information is clearly within the interests of national security. Upon consideration of all the facts in evidence, and after application of all appropriate legal precepts, factors, and conditions, including those described briefly above, I conclude the following with respect to the allegations set forth in the SOR:

Security Violations

Under Guideline K, the Department of Defense is concerned that noncompliance "with security regulations raises doubt about an individual's trustworthiness, willingness, and ability to safeguard classified information."

There are two security violations disqualifying conditions (SV DC). SV DC I and 2 respectively provide, "unauthorized disclosure of classified information," and "violations that are deliberate or multiple or due to negligence." The evidence does not establish Appellant disclosed classified information, and/or violation of security rules.

Any of four security violations mitigating conditions (SV MC) could potentially mitigate security concerns. For SV MCs 1-3 to be applicable, the security violation must be inadvertent, isolated or infrequent, or due to improper or inadequate training. For SV MC 4 to apply, Applicant must demonstrate a positive attitude towards the discharge of security responsibilities. Assuming he violated a security rule, SV MCs 1-4 all apply. Appellant is a stickler for following the rules, and is very conscientious about following security rules. He is a devoted employee who is trustworthy and serious about security. He has a positive attitude towards security and has taken demonstrative and positive steps in discharging his security responsibilities.

Personal Conduct

Personal Conduct is always a security concern because it asks whether a person's past conduct justifies confidence the person can be trusted to properly safeguard classified information. Personal conduct involving questionable judgment, untrustworthiness, unreliability, lack of candor, dishonesty, or unwillingness to comply with rules and regulations could indicate that the person may not properly safeguard classified information.

I considered all Personal Conduct Disqualifying Conditions (PC DC), and PC DC 5 is potentially applicable, "a pattern of dishonesty or rules violations." As indicated previously, the record evidence did not establish violation of any rules.

I have considered all Personal Conduct Mitigating Conditions (PC MC), and PC MC 1, "The information was unsubstantiated or not pertinent to a determination

of judgment, trustworthiness, or reliability," applies.

In all adjudications, the protection of our national security is the paramount concern. The objective of the security clearance process is the fair-minded, commonsense assessment of a person's life to make an affirmative determination that the person is eligible for a security clearance. Indeed the adjudicative process is a careful weighing of a number of variables in considering the "whole person" concept. It recognizes that we should view a person by the totality of his or her acts, omissions, motivations and various other variables. Each case must be adjudged on its own merits, taking into consideration all relevant circumstances, and applying sound judgment, mature thinking, and careful analysis.

I have also considered the following specific factors: the nature and seriousness of the conduct and surrounding circumstances, to include knowledgeable participation; the frequency and recency of the conduct; the individual's age and maturity at the time of the conduct; the voluntariness of participation; the presence or absence of rehabilitation and other pertinent behavioral changes; the motivation for the conduct; the potential for pressure, coercion, exploitation, or duress; and the likelihood of continuation or recurrence of the conduct.

Having considered the "whole person" concept in evaluating Appellant's risk and vulnerability in protecting our national interests, I find Appellant has refuted the allegations of security violations. Even if he failed to refute the allegations, he successfully mitigated the security concerns raised by the alleged security violations and personal conduct security concerns. I am persuaded by the totality of the evidence in this case that it is clearly consistent with the interests of national security to grant Appellant a security clearance.

FORMAL FINDINGS

SECURITY VIOLATIONS:

For Appellant

PERSONAL CONDUCT:

For Appellant

RECOMMENDED DECISION
In reaching my decision, I have considered the entire record and have applied the appropriate AGs contained in DoD Regulation 5200.2, as amended. Since the protection of the national security is the paramount consideration, the final decision in each case is arrived at by applying the standard that doubt concerning personnel being considered for access to classified information will be resolved in favor of national security. In light of all of the information in this case, it is clearly consistent with the interests of national security to overturn the letter revoking his eligibility for access to SCI information and his access to classified information.

Mark W. Harvey
Administrative Judge

