DATE:
OCT 20 2006
ISCR Case No. 04-09358

Applicant for Security Clearance

DECISION OF ADMINISTRATIVE JUDGE
ELIZABETH M. MATCHINSKI

APPEARANCES

FOR GOVERNMENT
Braden M. Murphy, Esq., Department Counsel

FOR APPLICANT 
David P. Price, Esq.

SYNOPSIS

Applicant, a native of the Republic of China (Taiwan), renewed his Taiwanese passport after he became a naturalized U.S. citizen in February 1989, and used it in preference to his U.S. passport for travel to Taiwan in 1992. The foreign preference concerns are mitigated because he has since renounced his Taiwanese citizenship. Given his firm ties to the U.S., Applicant is not likely to succumb to any undue foreign influence concerns that arise from the Taiwanese citizenship and residency of his parents, siblings, parents-in-law, and his spouse's siblings. In. December 2005, he violated security regulations by incorporating information that was to be protected to the secret-level in an unclassified presentation that he saved to an unclassified shared network server. His recent security violation is mitigated where it was inadvertent and isolated, and he has a 15-year track record of compliance with security practices. Clearance is granted.

STATEMENT OF THE CASE

On June 10, 2005, the Defense Office of Hearings and Appeals (DOHA) issued a Statement of Reasons (SOR) to the Applicant which detailed reasons why DOHA could not make the preliminary affirmative finding under the Directive that it is clearly consistent with the national interest to grant or continue a security clearance for the Applicant. DOHA recommended referral to an administrative judge to conduct proceedings and determine whether clearance should be granted, continued, denied, or revoked. The SOR was based on foreign preference (Guideline C) and foreign influence (Guideline B).

On June 25, 2005, acting pro se, Applicant responded to the SOR allegations and requested a hearing before a DOHA administrative judge. The case was assigned to me on November 22, 2005. Counsel for Applicant entered his appearance on November 23, 2005. On February 16, 2006, I convened a hearing pursuant to notice of January 10, 2006. Six government exhibits (Ex. 1-6) and six Applicant exhibits (Ex. A-F) were admitted and testimony was taken from Applicant and three witnesses on his behalf. A transcript of the proceedings was received February 28, 2006.

On March 8, 2006, Applicant requested the record be reopened for the submission as Exhibit G an extract from his spouse's Taiwanese passport to confirm its expiration. In his forwarding correspondence of March 13, 2006, Department Counsel did not object to reopening or to the document's admission. Ruling was withheld pending mailing of a more legible copy, which was received March 21, 2006. On March 22, 2006, Exhibit G was admitted.

With a decision pending, the government moved to reopen the record based on newly discovered evidence, and to amend the SOR on May 19, 2006. Specifically, the government sought to allege under Guideline K, security violations, that on or about December 16, 2005, Applicant "placed classified information on two pages out of a 200-page unclassified presentation [he] was working on for [his employer], and saved it onto a shared unclassified network drive" in violation of DoD 5220.22-M, National Industrial Security Program Operating Manual (NISPOM). Documentation forwarded in support of the motion included a company administrative inquiry into the alleged incident. Applicant was granted until June 9, 2006, to file any objections, or to file a response to proposed SOR ¶ 3.a if no objections.

On June 9, 2006, Applicant filed a response to the alleged security violation, submitted three statements (his and those of two coworkers with knowledge of the incident), and requested an extension to June 14, 2006, to submit one additional statement. On assurance from Applicant's counsel that no new evidence would be forthcoming, Department Counsel moved on June 16, 2006, for the admission of the documents previously submitted in support of the government's motion to amend, and for inclusion of another document (written reprimand) received June 14, 2006. With the parties filing no objections to the motions and agreeing to the Guideline K concern being adjudicated without a need to reconvene the hearing, I granted the amendment and accepted into the record government exhibits 7, 8, and 9, and Applicant exhibits H, I, and J, on June 19, 2006.

After review of the evidentiary record, significant questions remained as to Applicant's security violation, including but not limited to the facts of the violation and Applicant's knowledge of his employer's investigation. On September 8, 2006, I reopened the record, subject to objection, to resolve outstanding issues, either by reconvening the hearing or by additional documentation. The parties elected to supplement the record through written submissions, and on September 27, 2006, jointly stipulated to certain facts in an agreement marked and admitted as Joint Exhibit 1.

FINDINGS OF FACT
The SOR as amended alleges foreign preference concerns because of Applicant's exercise of dual citizenship (U.S. and Taiwan), his acquisition in 1992 and renewal in 1998 of a Taiwanese passport after he became a naturalized U.S. citizen in 1989, and his use of his Taiwanese passport in preference to his U.S. passport in July 1992. Foreign influence concerns are alleged because of the Taiwanese residency and citizenship of Applicant's parents, siblings (two brothers and three sisters), and in-laws (parents-in-law, two brothers-in-law, one sister-in-law). Also, Applicant is alleged under the security violations guideline to have compromised classified information by placing classified information on two pages of an unclassified presentation he was working on for his employer, and then saving it onto a shared unclassified network drive on or about December 16, 2005.

Applicant admitted he had acquired, renewed, and used (only the one time in 1992) a Taiwanese passport after his U.S. naturalization. He denied the exercise of dual citizenship, as he relinquished his Taiwanese citizenship and surrendered his expired passport to Taiwanese authorities in 2004 on the recommendation of the agent who interviewed him for his clearance. Applicant admitted the Taiwanese residency and citizenship of his and his spouse's family members, but averred they were not government agents nor in positions to be exploited by the Taiwanese government. He characterized his contacts with them as infrequent. As for the security violation, Applicant admitted that on or about December 16, 2005, he placed classified information on two pages of a 200-page unclassified presentation, which was then saved onto a shared unclassified network. He acknowledged he had been found culpable of an inadvertent violation where there was a possibility of compromise of secret information. After a complete and thorough review of the evidence of record, and upon due consideration of the same, I make the following findings of fact:

Applicant's Background and Foreign Ties

Applicant is a 51-year-old senior fellow with a defense contractor. He seeks to retain the secret-level security clearance that lie has held since August 1991 for his duties in antenna design and testing.

A native of Taiwan, Applicant was raised with his siblings (two older sisters, one younger sister, and two younger brothers) in a middle-class household in Taiwan. Their father was a mechanical engineer for a Taiwanese government-owned printing company involved in the printing of paper currency, stamps, and certificates. He retired in 1986 and took a lump sum pension of $25,000 USD. Their mother did not work outside of the home. On earning his bachelor of science degree in electrical engineering from Taiwan's preeminent public university in 1977, Applicant completed two years of compulsory military service. From October 1977 to August 1979, he served as a logistics officer (second lieutenant) for a tank battalion in the Taiwanese Marine Corps.

After his release from active duty into the inactive reserves, Applicant came to the U.S. on a student visa for graduate study in antenna and microwave engineering. Fifteen months later, he earned his master's degree, and in March 1984 his doctorate degree from the same public university in the U.S. While in Taiwan during the summer of 1981, he met and married his spouse, who was also home on break from graduate studies in the U.S. Applicant's spouse was awarded her master of science degree in microbiology from a medical school in the U.S. in 1982.

For the next two years, Applicant's spouse  worked in a genetics laboratory at the university where Applicant was pursuing his doctorate degree. In April 1984, Applicant and his spouse relocated for his job. Applicant began working as a senior antenna engineer for a defense contractor. Applicant's spouse secured a position with a cancer research institute in the area. In application for a secret-level security clearance for his work, Applicant executed a Personnel Security Questionnaire (DD Form 49) on November 9, 1985. He disclosed his, his spouse's, and his parents' Taiwanese citizenship and his former military service for Taiwan.

Applicant and his spouse subsequently had two daughters, who were born in the U.S. in September 1986 and October 1988, respectively. In 1989, Applicant and his spouse became naturalized U.S. citizens, taking the oath to renounce all foreign allegiances, to support and defend the U.S. Constitution and its laws, and to bear arms or perform noncombatant service or civilian service on behalf of the U.S. if required.  They took no action to formally renounce Taiwanese citizenship at that time, and continued to possess Taiwanese passports. In April 1989, Applicant was granted a secret-level clearance for his duties.

In January 1991, Applicant was issued a U.S. passport valid for ten years. In July 1991, Applicant began working for his current employer, and his clearance was renewed in August 1991.  In June 1992, Applicant was issued a Taiwanese passport valid for six years. Applicant used that passport to enter and exit Taiwan in July 1992.  Applicant renewed his Taiwanese passport in April 1998 for another five years because a friend told him it might be safer to travel abroad with a Taiwanese passport. Applicant traveled exclusively on his U.S. passport thereafter, including on multiple trips to Taiwan for pleasure and for business. In January 2001, Applicant renewed his U.S. passport for another ten years. He has a multiple-entry visa for stays in Taiwan of up to 60 days on his U.S. passport.

Applicant, his spouse, and children have been active in a Chinese cultural association in his area. The organization's objectives are twofold, to promote public awareness of Chinese culture and to provide opportunities for youth. Applicant served as the organization's president in 2001. Applicant and his daughters play traditional Chinese musical instruments (zither, dulcimer, violin). Applicant performs in a Chinese classical ensemble affiliated with the cultural association. His younger daughter is part of the youth Chinese classical ensemble. His older daughter had been an active participant until she went to college. In June 2001, Applicant, his spouse, and daughters traveled to the People's Republic of China with other families in the Chinese cultural association for sightseeing. Applicant and his spouse traveled on their U.S. passports.

On September 23, 2002, Applicant executed a security clearance application to renew his secret-level clearance. He disclosed his dual citizenship, but mistakenly indicated that he had been born in the U.S. community where he has resided since 1992. He also indicated he possessed valid U.S. and Taiwanese passports, but denied any use of his current Taiwanese passport. Applicant listed foreign travel to Taiwan and Japan in 2000 and to the PRC in 2001 for pleasure. He reported his parents were Taiwanese citizens with U.S. permanent residency and living with him and his family in the U.S.

Applicant was interviewed on January 29, 2004, by a Defense Security Service (DSS) agent about his place of birth, citizenship, unlisted family members and other foreign connections. He expressed surprise at the error in his birthplace on his SF 86, attributing it to misinterpretation of the data entry, and acknowledged his dual citizenship (U.S. and Taiwan). He indicated he had retained his Taiwanese citizenship because he saw no reason to renounce it and had never been asked to renounce it. He expressed willingness to renounce if necessary for retention of his clearance. Applicant disclosed the Taiwanese residency and citizenship of his parents, siblings, and in-laws. After he completed his SF 86, his parents moved back to their home in Taiwan for health reasons. Applicant denied any of his or his spouse's family members had any current connection to the Taiwanese military or government. Applicant provided details of previously unreported foreign travel (seven or eight times to Taiwan between 1999 and 2003 for business, to Canada in summer 1998 for business and again for vacation, and after he completed his SF 86, to Europe for business and pleasure in summer 2003). Applicant provided his current Taiwanese passport to the DSS agent, which confirms he had not used it for travel, and expressed his willingness to surrender it.

On the advice of the DSS agent, Applicant went to the Taiwanese economic and cultural office the following Saturday seeking to renounce his Taiwanese citizenship. Thinking that surrender of his Taiwanese foreign passport was all that was required, Applicant learned that he had to submit a formal application of citizenship renunciation, along with records from Taiwan (his household registry, certification of no criminal record, federal tax and local tax clearance, military record), three photos, and his Taiwanese passport. In April 2004, Applicant and his spouse's Taiwanese passports expired.

Over the summer of 2004, Applicant collected from Taiwan the documents necessary to renounce his citizenship. Sometime before June 2005, Applicant surrendered his expired Taiwanese passport to the local Taiwanese authorities in the U.S. when he filed his application to renounce citizenship. Applicant's request to renounce Taiwanese citizenship was granted September27, 2005.

Applicant's parents resided with Applicant and his family when they were U.S. permanent residents from 1994 to 2002. They traveled to Taiwan for Chinese New Year regularly. Applicant paid for their airfare and expenses. His parents returned to Taiwan permanently in 2002 for access to health care. Applicant's father has lung cancer and their eldest daughter is a nurse in a veteran's hospital in Taiwan. Since their return, Applicant has sent them about $300 per month ($3,600 annually) to help them with their living expenses. He telephones his elderly parents at least once every three to four weeks. Applicant, his spouse, and daughters visited them in Taiwan in 2003. Applicant had dinner with his parents in February 2006 when he was in Taiwan for a week-long business trip for his employer.

Applicant's siblings are resident citizens of Taiwan.  His oldest sister is a nurse in a government veteran's hospital that has since been opened to the public. She is married to a plumber who works in his family's plumbing business. Applicant has once yearly telephone contact and last visited with her in 2003, when he was in Taiwan with his family. She visited Applicant in the U.S. in 1998 or 1999 when here for a conference. The second sister owns a small curtain factory with her husband in Taiwan. Applicant has not had any contact with her for a couple of years. Applicant's youngest sister is a regional manager for a company that manufactures electrical switches. Applicant corresponds with her once or twice per year. Applicant telephoned her during his February 2006 trip to Taiwan. She is married to an electrical engineer employed by a private fiber optics company. The elder of Applicant's two brothers is a taxi driver. Applicant's last contact with him was in late summer 2005. The younger brother works as a technical manager in a computer-aided design simulation company. He emailed Applicant in early February 2006 before Applicant's recent trip requesting that Applicant bring vitamins for their parents. Applicant had not heard from his brother in a year before the email and lie did not meet with either of his brothers during his business trip in February 2006. Applicant saw his siblings when in Taiwan for two-week stays during the summers of 2000 and 2003 with his family.

Applicant's parents-in-law and his spouse's siblings (one sister and two brothers) are resident citizens of Taiwan. Applicant, his spouse, and daughters visited these relatives during their trip in 2003 to Taiwan. His father-in-law, who has been to the U.S. twice since 1979 and not since the mid​ 1990s, owned a fertilizer business until he retired in 2002 or 2003. Her mother came to the U.S. yearly from 1992 to 1999, but with her grandchildren grown she prefers to remain in Taiwan where she is more comfortable. Applicant's spouse calls her parents weekly and sends them monetary gifts twice a year totaling about $1,500 annually for special occasions like birthdays. Applicant talks to his in-laws by telephone about once or twice per year. He spoke with them by telephone when he was in Taiwan in February 2006. Applicant's sister-in-law, who earned her doctorate degree in chemistry from an Ivy League University in the U.S., returned to Taiwan in 1992 after her postdoctoral work. She is currently an associate professor at a private university in Taiwan. Her spouse has a doctorate degree in mechanical engineering and teaches at a different university. For sometime in 2004 into early 2005, Applicant's spouse spoke with her sister about once every two weeks to offer her support during her sister's marital crisis. As of February 2006, she had not talked to her sister for four or five months. Applicant's spouse's brothers earned electrical engineering degrees from private universities in Taiwan. The younger has a doctorate degree from a state university in the U.S. He is employed by a private company in Taiwan. Applicant's spouse is not certain as to what the older of her two brothers does for a living. She has twice yearly telephone contact with her brothers and visits with them when she is in Taiwan. Applicant's brothers and brothers-in-law all served their compulsory military service but have no current association with the Taiwanese military.

Applicant and his spouse have no financial assets in Taiwan. They have about $400,000 equity in the home they have owned and occupied in the U.S. since 1992. In addition to his salary from his position as a senior fellow with the defense contractor, Applicant has about $441,500 in 401(k) assets. His spouse is employed as a laboratory manager and research specialist at a hospital​affiliated medical institute in the area. She has taken no action to renounce her Taiwanese citizenship. As of February 2006, their older daughter was studying biochemistry at an Ivy League University. Their younger was a senior at their public high school.

Applicant has a very high reputation for personal integrity in the workplace. He traveled to Taiwan for business in January 1999, March 2000, September2000, February 2001, May 2001, June 2001, October 2001, March 2002, and February 2006, on his U.S. passport. He was briefed before departing and debriefed by his employer on his return on each occasion. Coworkers and managers who have had the opportunity to observe Applicant's work performance for several years attest to his professionalism, dedication to the job, and expert knowledge of dish type antenna design. His technical contributions have been invaluable to his employer. The manager of the directorate in which Applicant works considers Applicant to be one of the most dedicated and responsible people he has encountered in his 34 years with the company. A neighbor testified to Applicant being "one of the most honest, kind of straightforward persons that [he] knew."

Taiwan's political and economic state
Until 1986, Taiwan's political system was effectively controlled by one party, the Kuomintang. Since ending martial law in 1987, Taiwan has taken dramatic steps to improve respect for human rights and create a democratic political system. The U.S. has been committed to maintaining cultural, commercial and other nonofficial relations with Taiwan since January 1979, when it formally recognized the government of the People's Republic of China (PRC) as the sole legal government of China. By formal act of Congress (Taiwan Relations Act of 1979), the U.S. is committed to provide Taiwan with arms of a defensive character in support of Taiwan's security and stability in the region. Despite the U.S. clear and consistent position that Taiwan and the Mainland are part of China, U.S. commercial ties have expanded with Taiwan and the U.S. is supportive of Taiwan's membership in international organizations, such as the World Trade Organization and the Asian Development Bank, where independent statehood is not required for membership.  Taiwan was reported to be an active collector of U.S. economic intelligence as of 2000. 
Security Violation

On December 16, 2005, Applicant was working late with four engineers to prepare for a design review scheduled for December 19, 2005, with a military customer involving an antenna design. Applicant was tasked with preparing both the unclassified presentation and a separate classified portion of the presentation. The classified work was performed in a closed area, the unclassified in his office outside of the closed area. As Applicant received viewgraphs from the engineers, he inserted them into his presentations to make necessary improvements, walking back and forth between his office and the closed area to finalize both the unclassified and classified presentations. At around 8:30 p.m., in a rush to get the presentations completed, Applicant placed two parameters on two separate pages of the unclassified 200-page presentation. The parameters were not classified under the security classification guide, but were to be protected as secret classified information because they defined a boundary which is a subset of a classified boundary of another program. Applicant saved the 200-page presentation (Power Point file) in a folder on a shared, unencrypted network drive that was not approved for the storage of classified information.

On December 18, 2005, the deputy integrated product team (IPT) lead (Mr. X), a company engineer with a secret-level clearance, copied the 200-page presentation from the shared computer network drive. After making a few changes, he posted it to an unclassified web-based document repository. He was unaware at the time that it contained the parameter information that needed to be protected to the secret level. Mr. X then forwarded the unmarked presentation as an email attachment to a reproduction department employee (Mr. Y) with a request for ten copies. The following day, Mr. X provided Mr. Y with a computer disk containing the presentation. Mr. Y, also cleared for access to secret, then made ten color copies of the presentation from the computer disk per Mr. X's request. The reproduction equipment was located in a restricted area protected by locked doors and cipher locks. However, not knowing that the presentation contained information that should have been treated as classified, he did niot upgrade the system to process classified information before the copies were made. Mr. Y had control of the ten copies until they were retrieved by Mr. X.

During the design review on December 19, 2005, Mr. X and others present (all cleared to the secret level) discovered there was parameter information on two pages of the 200-page presentation that should have been afforded the protections of secret classified information. The affected pages were removed from the unclassified presentation and the affected pages and the computer disk were turned over to document control for destruction. Mr. X notified security officials, and corrective action was taken to sanitize all affected computers and network servers. The company's information systems security manager (ISSM) met with Applicant on December 19, 2005. He immediately admitted responsibility for placing the two parameters in the unclassified presentation. Familiar with the classification guide for the project and what parameters were classified, Applicant also acknowledged that he knew the two parameters at issue were to be treated as classified. While inserting the changes between the unclassified and classified packages, he had become confused and placed the "treat as classified" information in the unclassified presentation.

As required by ¶ 1-303 of the NISPOM, the company investigated and found Applicant to be culpable of placing "secret" information in a PowerPoint file saved on the shared network not approved as a classified repository.  The company's ISSM concluded compromise of "secret" information occurred because the information resided on unclassified computers and was sent on an unclassified email system for a period of four days. In her report of administrative inquiry dated February 15, 2006, to the Defense Security Service (DSS) field office, the ISSM identified Applicant as the employee primarily responsible for the incident. She reported Applicant had no previous security violations, had received a written warning per the company's security standards, and been rebriefed regarding his responsibilities to safeguard classified information. However, Applicant did not receive the written warning until March 20, 2006.

At Applicant's February 16, 2006, hearing before DOHA on the issue of his continued suitability to hold a secret-level clearance, he was asked, "Have there ever been any security violations that you've been involved in?" He responded, "No." (Tr. 119.)  He was aware that a "security incident" in which he was involved was under investigation at the time, but was unaware that the company had determined he had committed a security violation. On March 20, 2006, Applicant was given a written reprimand by his manager for "transmitting classified information over an unclassified e-mail system." Applicant was informed in the written reprimand dated March 17, 2006, that the company had determined the incident to be an inadvertent security violation and that "a possibility of compromise" did occur. He was advised any further violation within twelve months from the December 16, 2005, violation, would result in further disciplinary action.

Applicant's manager is of the opinion that no further action is warranted with regard to Applicant's clearance since "all persons who accessed the information had the appropriate clearances to view it; the compromise was quickly discovered and sanitized; it was an inadvertent compromise; and, it was [Applicant's] first incident after many years of error-free handling of classified material." (See Ex. J.) Mr. X also believes the incident was "accidental," as he has experienced Applicant to always take the appropriate measures to properly mark, handle, store, and protect classified material.

POLICIES

“[N]o one has a ‘right’ to a security clearance." Department of the Navy v. Egan, 484 U.S. 518, 528 (1988).  As Commander in Chief, the President has "the authority to ... control access to information bearing on national security and to determine whether an individual is sufficiently trustworthy to occupy a position ... that will give that person access to such information.” Id. at 527. The President has authorized the Secretary of Defense or his designee to grant applicants eligibility for access to classified information “only upon a finding that it is clearly consistent with the national interest to do so.” Exec. Or. 10865, Safeguarding Classified Information within Industry § 2 (Feb. 20, 1960). Eligibility for a security clearance is predicated upon the applicant meeting the security guidelines contained in the Directive. An applicant “has the ultimate burden of demonstrating that it is clearly consistent with the national interest to grant or continue his security clearance.” ISCR Case No. 01-20700 at 3.

Enclosure 2 of the Directive sets forth personnel security guidelines, as well as the disqualifying conditions (DC) and mitigating conditions (MC) under each guideline. In evaluating the security worthiness of an applicant, the administrative judge must also assess the adjudicative process factors listed in ¶ 6.3 of the Directive. The decision to deny an individual a security clearance is not necessarily a determination as to the loyalty of the applicant. See Exec. Or. 10865 § 7.  It is merely an indication that the applicant has not met the strict guidelines the President and the Secretary of Defense have established for issuing a clearance.

After a complete review of the evidence of record, the following adjudicative guidelines are most pertinent to an evaluation of Applicant's suitability for continued access:

Foreign Preference. When an individual acts in such a way as to indicate a preference for a foreign country over the United States, then he or she may be prone to provide information or make decisions that are harmful to the interests of the United States. (¶ E2.A3.1.1)

Foreign Influence. A security risk may exist when an individual's immediate family, including cohabitants, and other persons to whom he or she may be bound by affection, influence, or obligation are not citizens of the United States or may be subject to duress. These situations could create the potential for foreign influence that could result in the compromise of classified information. Contacts with citizens of other countries or financial interests in other countries are also relevant to security determinations if they make an individual potentially vulnerable to coercion, exploitation or pressure. (¶ E2.A2.1.1)

Security Violations. Noncompliance with security regulations raises doubt about an individual's trustworthiness, willingness, and ability to safeguard classified information. (¶ E2.A11.1.1)

CONCLUSIONS

Having considered the evidence in light of the appropriate legal precepts and factors, and having assessed the credibility of those who testified, f conclude the following with respect to Guidelines C, B, and K:

A native of Taiwan, Applicant maintained his citizenship with Taiwan following his naturalization in the U.S. In February 1989. While status as a dual citizen is not necessarily indicative of a foreign preference, he actively exercised his foreign citizenship by using and then renewing his Taiwanese passport after he became a U.S. citizen. Applicant used his Taiwanese passport in preference to his U.S. passport to enter Taiwan in 1992. Although he held a valid U.S. passport, which he used exclusively for travel, Applicant renewed his Taiwanese passport in 1998 for another five years. As clarified by the ASDC3I in August 2000, possession and/or use of a foreign passport raises doubt as to whether the person prefers the U.S. interests over others, and it could also facilitate foreign travel unverifiable by the United States.'' Guideline C, foreign preference, issues arise. (See disqualifying conditions ¶ E2.A3.1.2.1, The exercise of dual citizenship and ¶ E2.A3.1.2.2, Possession and/or use of a foreign passport.) Applicant's use of his U.S. passport exclusively for his foreign travel since that lone trip in 1992, including on multiple occasions to enter Taiwan, reflects a preference for the U.S., but the risk of unverifiable travel could not be ruled out

When it became clear to Applicant that his retention of foreign citizenship and a foreign passport could cost him his clearance, Applicant promptly sought to renounce his foreign citizenship. He went to Taiwan's economic and cultural office with his foreign passport the Saturday following his DSS interview in January 2004. While his formal application was delayed, it was because of the need to obtain documentation from Taiwan. With Taiwan's formal acceptance of his citizenship renunciation in September 2005, the foreign preference concerns no longer exist. An expressed willingness to renounce foreign citizenship is mitigating of foreign preference concerns. (See ¶ E2.A3.1.3.4.) In this case, the Guideline C concerns are amply mitigated by the confirmation of his preference for the U.S.

Guideline B (foreign influence) concerns exist since Applicant has a close bond with his parents, who are resident citizens of his native Taiwan. They resided with Applicant and his family in the U.S. from 1992 to 2002, when they returned as his father's health required easier access to medical care. Applicant has sent them $300 monthly since they returned to Taiwan. When in Taiwan on a business trip the week before his security clearance hearing in February 2006, he made a point of getting together with his parents for one dinner. Applicant speaks with them at least once every three to four weeks. Although he does not share the same degree of affection or obligation with his siblings, he contacts his youngest sister once or twice per year. He telephoned his youngest brother when he was in Taiwan in February 2006. He visited with all of his siblings when he was in Taiwan with his family in 2003. DC ¶ E2.A2.1.2.1. An immediate fancily member, or a person to whom the individual has close ties of affection or obligation, is a citizen of, or resident or present in, a foreign country, must be considered.

Furthermore, the DOHA Appeal Board has held it reasonable for the administrative judge to consider the significance not only of an applicant's ties, but also of his spouse's ties to a foreign country and the possible effect they may have on Applicant's contacts under Guideline B (see ISCR Case No. 01-02452, App. Bd. Nov. 21, 2002). Applicant's spouse calls her parents weekly. Even though he speaks with them generally once or twice a year, he telephoned his parents-in-law when in Taiwan in February 2006. Applicant does not have any regular contact with any of his spouse's siblings, and she talks to them infrequently. However, Applicant and his spouse visited with her siblings when they went to Taiwan in 2003. DC ¶ E2.A2.1.2.2, Sharing living quarters with a person or persons, regardless of their citizenship status, if the potential for adverse foreign influence orduress exists, and ¶ E2.A2.1.2.1 apply because of the Taiwanese citizenship and residency of his in​laws. Concerns of family members being connected to a foreign government (see DC ¶ E2.A2.1.2.3, Relatives, cohabitants, or associates who are connected with arty foreign government) are minimal

where the only relative with arguably any government tie is Applicant's eldest sister, who is a nurse on staff of a veteran's hospital. It is not clear whether the hospital remains government-owned or has been privatized. It has been opened to the public.

The Directive provides for mitigation where the family members and/or close associates are not agents of a foreign power or in a position to be exploited by a foreign power in a way that could force the Applicant to choose between loyalty to them and the United States (see ¶  E2.A2.1.3.1). As affirmed by the DOHA Appeal Board in ISCR 02-14995 (App. Bd. Jul. 26, 2004), both prongs must be satisfied to meet this mitigating condition. The Directive does not define who may be considered an agent of a foreign power. The federal statute dealing with national security and access to classified information, 50 U.S.C. § 438(6) adopted the definitions of "foreign power" and "agent of a foreign power" from 50 U.S.C. § 1801, which pertains to foreign intelligence surveillance. Under that statute, any entity that is openly acknowledged by a foreign government to be directed and controlled by the foreign government is considered a foreign power."

In an unrelated case involving an applicant whose brother is an engineer for the Taiwanese government, I relied on the federal statutory definitions to conclude that the brother was not an agent of a foreign power for purposes of ¶ E2.A2.1.3.1. Status as a foreign agent could not be presumed solely on the basis of a government connection, and there was no evidence the foreign national was acting in the U.S. as an officer or employee of a foreign power or as a member of an international terrorism group, or was otherwise acting for, or on behalf of, a foreign power that engages in clandestine activities in the U.S. (See ISCR Case No. 04-00436, Nov. 30, 2005).''

In ISCR Case No. 03-10954 (App. Bd. Mar. 8, 2006), the DOHA Appeal Board refused to adopt the definition of "agent of a foreign power" as set forth in 50 U.S.C. § 1801 because it is part of the Foreign Intelligence Surveillance Act (FISA), which has a narrower scope than the security concerns in the Directive. The DOHA Appeal Board did not address why the terms "foreign power" and "agent of a foreign power" should be defined more expansively under the Directive than under the federal statute 50 U.S.C. § 438 that directly concerns access to classified information and national security. Recognizing that DOHA adjudications are not criminal proceedings, and with due deference to Appeal Board precedent, any employee of a foreign government is considered to be an agent of a foreign power (see ISCR Case No.04-00436, supra, and ISCR Case No. 03-04090, App. Bd. Mar. 3, 2005). During his employment as an engineer for the Taiwanese central printing agency, Applicant's father was an agent of a foreign government under the expansive definition adopted by the DOHA Appeal Board. However, Applicant's father retired in 1984. With the possible exception of Applicant's sister the nurse, all of Applicant's and his spouse's relatives who are actively employed are not agents of a foreign government. Even his sister-in-law, who is an associate professor in Taiwan, works for a private university.

In assessing the second prong of ¶ E2.A2.1.3.1 (whether an associate or family member is not in a position to be exploited by a foreign power), the DOHA Appeal Board has held it hinges not on what choice Applicant might make if he is forced to choose between his loyalty to his family member or associate, but on whether Applicant is placed in a position where he is forced to make a choice. (See ISCR Case No. 03-24933 App. Bd. Jul. 28, 2005). Under this reasoning, as long as there is a tie of obligation or affection to a person who is subject to a foreign government's jurisdiction and/or is within physical reach of the foreign authorities, undue foreign influence remains possible. The DOHA Appeal Board has adopted such a narrow view, and in practice established an absolute standard, i.e., an applicant must affirmatively prove that there is no possibility that anyone might attempt to exploit or influence a foreign relative or acquaintance in the future. (See ISCR Case No. 03-17620 at 4 (App. Bd. Apr. 17, 2006) ("MC1 does not apply because, as is well settled, it requires that Applicant demonstrate that his relatives are not in a position which could force Applicant to choose between his loyalty to them and his loyalty to the United States.").) Based on Appeal Board precedent, I am constrained to conclude that ¶ E2.A2.1.3.1 is not satisfied in this case since Applicant has several close relatives who are relatives and citizens of Taiwan.

Nor does Applicant satisfy ¶ E2.A2.1.3.3, Contact and correspondence with foreign citizens are casual and infrequent. Applicant has a close relationship with his parents., and his spouse with her parents. Their contacts with their siblings are infrequent. Applicant has little contact with his spouse's siblings, but it is clear that his spouse's ties are not casual with her family members.

Yet, as recently reaffirmed by the DOHA Appeal Board in ISCR 03-17620 (App. Bd. Apr. 17, 2006), consistent with the overall common sense determination required under the Directive (¶ ¶ E2.2.1., E2.2.2., and E2.2.3.), a favorable outcome may be warranted, even where the positions of an applicant's foreign family members are significant and none of the Guideline B mitigating conditions apply. There is nothing untoward about Applicant's relationships with his parents, in​laws, or siblings. They are not engaged in activities or pursuits in furtherance of Taiwanese government, military, or intelligence interests. They are not in positions where Taiwan is likely to exert pressure. Dated reports of Taiwan targeting U.S. economic and proprietary interests in 2000 are counterbalanced by Taiwan's partnership in a defense pact with the U.S. and Taiwan's progress in achieving democratic elections, civil liberties, and stable, viable governmental institutions. As reported by the U.S. State Department in December 2005, Taiwan has taken dramatic steps to improve respect for human rights and create a democratic political system since ending marital law in 1987. Almost all restrictions on the press have ended, restrictions on personal freedoms have been relaxed, and the prohibition against organizing new political parties has been lifted. Taiwan also has a history of favorable relations with the U.S. While the U.S. does not support independence for Taiwan and is committed to one China policy, under the Taiwan Relations Act, signed into law on April 10, 1979, the U.S. is obligated to help Taiwan defend itself, including making available defensive anus and defensive services to Taiwan. U.S. commercial ties with Taiwan have been maintained and expanded since 1979.

Applicant's personal vulnerability is increased somewhat by his business travel to Taiwan. However, he has never been improperly approached during previous visits. Moreover, Applicant's longstanding ties to the U.S. make him likely to resolve any conflict of interest in favor of the U.S. Continuous residents of the U.S. since 1979, Applicant and his spouse have been productively employed in the U.S. since earning their advanced degrees. They raised two daughters in the U.S., whose exposure to Chinese culture has been limited to Chinese language classes on Sunday mornings so they could communicate with their grandparents, and musical and community service involvement through the local Chinese cultural association. Even his renewal of the Taiwanese passport in 1998 was not because of a bond to Taiwan but because a coworker told him he might be safer if he traveled abroad on a foreign passport. Despite the security concerns that led him to renew his Taiwanese passport, he used his U.S. passport exclusively, even on trips to Taiwan. When advised of the security issues presented by possessing a Taiwanese passport, he not only surrendered it, but he went the additional step to ensure the government that he would not reacquire one by making himself ineligible through renouncing his Taiwanese citizenship. Professionally and financially invested in the U.S., Applicant has significantly contributed to the U.S. defense since 1991, developing a reputation as an expert in dish type antenna and microwave design. He has $400,000 in equity in his home in the U.S., and retirement assets in excess of that while neither he nor his spouse has any financial stake in Taiwan. After evaluating all of the facts and circumstances, I conclude Applicant is not likely to jeopardize the life he has worked hard to achieve in the U.S. and can be counted on not to succumb to any undue foreign influence.

Guideline K concerns arise because Applicant entered parameter information that was to be protected to the secret-level on two pages of an otherwise unclassified PowerPoint presentation that he saved onto an unencrypted shared computer network drive at work. His failure to properly protect the information led to one engineer improperly posting it to an unclassified web-based document repository and then transmitting it via electronic mail. While the evidence does not substantiate that lie committed the conduct for which he was reprimanded by his employer ("transmitting classified information over an unclassified e-mail system"), he bears responsibility for the consequences, however unintended, of his actions. Applicant's conduct was in violation of ¶¶  C5.1.1 (formerly designated ¶ 5-100) of the NISPOM, which requires that individuals safeguard the classified information entrusted to them. He also violated the regulations concerning information security and systems, set forth in Chapter S of the NISPOM, which mandate the proper management of IS systems to protect against unauthorized disclosure of classified information and loss of data integrity. (See ¶ C8.1.1, formerly ¶ 8-100.) DC ¶ E2.A11.1.2.1. Unauthorized disclosure ofclassified information must be considered, even though those individuals known to have accessed the presentation had the appropriate clearances and the information apparently was not classified under the security classification guidance, since its disclosure would compromise data that was classified under the guidance. Since the information was placed on a web-based system, it is considered compromised as unauthorized access cannot be ruled out." The conclusion of the company's ISSM was that compromise occurred because secret information resided on unclassified electronic mail system.

Applicant has a heavyburden to overcome the Guideline K concerts presented by a security violation committed after the SOR was issued and only a couple of months before his security clearance hearing. Applicant's employer concluded that the violation was inadvertent, which could implicate mitigating condition ¶ E2.A11.1.3.1. The company's administrative inquiry provides little detail as to Applicant's actions, indicating only that Applicant "inadvertently placed classified information on 2 out of the 200 pages of the unclassified presentation." The facts stipulated by the parties are that Applicant was making necessary changes between the two packages, walking back and forth between the closed area and his office, and "he had inadvertently placed the `treat as classified' pages within the unclassified presentation while inserting changes between the unclassified and classified packages." It is not clear from the record how the violation happened, whether it was a mixup in that the two pages containing the parameter data were simply inserted in the wrong package or whether Applicant got confused as to which document he was updating at the time due to the press of business. While the parties also stipulated that Applicant knew to "`treat as classified' the two parameters at issue and to place the charts in the classified package," I am persuaded Applicant did not deliberately set out to violate or circumvent security practices and procedures. The government has stipulated to the violation being inadvertent and there is no proof to the contrary. Work demands do not extenuate a security violation, but it is relevant that Applicant was working late on a Friday evening, trying to improve presentations for a military design review the following Monday. In evaluating Applicant's conduct under the whole person concept, the circumstances surrounding the conduct (¶ E2.2.1.2), and Applicant's motivation (¶ E2.2.1.7), which was not to violate any security regulation, are relevant considerations.

MC ¶ E2.A11.1.3.2, actions that were isolated or infrequent, also applies. As corroborated by Applicant's ISSM and his supervisor, this was Applicant's first violation in his 15 years of holding a security clearance while an employee of the company. Mr. X, who unwittingly violated security procedures by emailing the parameter data without proper safeguards, attests to Applicant's conscientiousness in appropriately marking, handling, storing, and protecting classified material. Applicant's otherwise unblemished record with regard to the handling of classified information is reflective of his positive attitude toward the discharge of security responsibilities (see ¶ E2.A11.1.3.4). Whereas Applicant has been reprimanded by his employer and advised that any further violation within the year would result in further disciplinary action, to include termination, Applicant is more likely to maintain strong personal security awareness.

As for Applicant's failure to admit his culpability for the December 16, 2005, violation when he was asked at his hearing whether he had ever been involved in any security violations, any attempt to cover up his role would diminish his judgment, reliability, and trustworthiness generally, and would raise significant doubts about his future willingness to comply with security practices and procedures. Applicant's explanation for responding "No" when asked about any violations is that he knew there was an ongoing investigation, but he was unaware at the time that his employer had concluded he had committed a violation. Applicant would have gone a long way toward demonstrating that he understands the obligations of his clearance, including that of full disclosure, had he volunteered information about the security incident, his role, and the company investigation, but I am not convinced that he deliberately lied. The company's AI of February 15, 2006, indicated that Applicant had received a written warning, but he was not given the written reprimand until a meeting with his supervisor on March 20, 2006. All of the individuals who accessed the 200-page presentation had the appropriate clearance level, the parameter information although to be treated as classified was not classified under the classification guide for the project, and the inclusion of the parameter data in the unclassified version of the Power Point presentation was inadvertent on his part.

Whole person analysis

The security risks presented by the Taiwanese citizenship and residency of Applicant's and his spouse's family members, and his very recent security violation (see ¶ E2.2.1.1. The nature, extent, and seriousness ofthe conduct), must be evaluated in the context of the "whole person." After a careful weighing ofall available information, favorable and unfavorable (¶E2.2.1), I am persuaded Applicant is likely to act in the best interests of the U.S. and appropriately handle his responsibilities as a cleared employee in the future. Applicant made a break with his Taiwanese roots and family by electing to remain in the U.S. after he completed his graduate studies. In addition to accumulating significant financial assets (job, home, retirement interests) in the U.S., he acquired his U.S. citizenship, and excepting one trip in 1992, he used his U.S. passport exclusively for foreign travel. Concerning the trip in 1992, it was taken long before Applicant was aware of the security risks posed by the use of a foreign passport. With his recent renunciation of his Taiwanese citizenship, he proved his willingness to comply with DoD requirements (¶ E2.2.1.7. The motivation for the conduct) to the extent of severing a very significant tie to his native land. Applicant's contacts with his family members are reasonable and not out of the ordinary. The strong and substantial roots Applicant had developed to the U.S. over the past 25 years, as a citizen and as a very productive contributor to the U.S. defense effort, reduce his vulnerabilityto pressure, coercion, exploitation orduress (¶ E2.2.1.8 The potential for pressure, coercion, exploitation, or duress). Applicant's coworkers, who have had the opportunity to assess his character as well as his performance, including his handling of classified information, consider the security infraction of December 2005 to have been an accident (¶ E2.2.1.2). In their experience, Applicant has been very conscientious in his protection of classified material. The security violation was an aberration In an otherwise unblemished 15-year record of following security practices and procedures. Recurrence is unlikely (¶ E2.2.1.9. The likelihood of continuation orrecurrence) where he has accepted responsibility and been advised that any future incidents could lead to disciplinary action.

FORMAL FINDINGS

Formal findings as required by Section 3. Paragraph 7 of Enclosure 1 to the Directive are hereby rendered as follows:

Paragraph 1. Guideline C:
FOR APPLICANT

Subparagraph La: 
For Applicant 
Subparagraph 1.b: 
For Applicant
Subparagraph I.c:
For Applicant

Paragraph 2. Guideline B:
FOR APPLICANT

Subparagraph 2.a: 
For Applicant 
Subparagraph 2.b: 
For Applicant 
Subparagraph 2.c:
For Applicant

Paragraph 3. Guideline K: 
FOR APPLICANT

Subparagraph 3.a:
For Applicant 
DECISION
In light of all the circumstances presented by the record in this case, it is clearly consistent with the national interest to grant or continue a security clearance for Applicant. Clearance is granted.

Elizabeth M. Matchinski
Administrative Judge
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