* The original of this document contains information which is subject to withholding from

disclosure under 5 U.S.C. 552. Such material has been deleted from this copy and replaced with

XXXXXX’s.

May 21, 2010

DEPARTMENT OF ENERGY

OFFICE OF HEARINGS AND APPEALS

Hearing Officer's Decision

Name of Case: 

Personnel Security Hearing

Date of Filing: 

January 28, 2010

Case Number: 


TSO-0882

This Decision concerns the eligibility of XXXXXXX (hereinafter referred to as “the individual”) for

access authorization under the regulations set forth at 10 C.F.R. Part 710, entitled "Criteria and

Procedures for Determining Eligibility for Access to Classified Matter or Special Nuclear

Material.”1 For the reasons set forth below, I conclude that the individual should be granted access

authorization.2

I. BACKGROUND

The individual is an applicant for a Department of Energy (DOE) access authorization. In a

Questionnaire for National Security Positions (QNSP), the individual informed the DOE that, in

2003, he had been disciplined for possession of a personal weapon and ammunition while serving in

the U.S. military. Exhibit 5 at 8 (Question 23). The LSO summoned the individual for an interview

with a personnel security specialist on February 27, 2008. Exhibit 10. After this Personnel Security

Interview (PSI), the LSO determined that derogatory information existed that cast into doubt the

individual’s eligibility for access authorization. The LSO informed the individual of this

determination in a letter that set forth the DOE’s security concerns and the reasons for those

concerns. I will hereinafter refer to this letter as the Notification Letter. The Notification Letter also informed the individual that he was entitled to a hearing before a Hearing Officer in order to resolve the substantial doubt concerning his eligibility for access authorization.

The individual requested a hearing on this matter. The LSO forwarded this request to OHA, and I

was appointed the Hearing Officer. The DOE introduced 11 exhibits into the record of this

proceeding and presented no witnesses. The individual introduced 51 exhibits and presented the

testimony of three witnesses, in addition to his own testimony.

_____________________

1An access authorization is an administrative determination that an individual is eligible for access to

classified matter or special nuclear material. 10 C.F.R. § 710.5. Such authorization will be referred

to in this Decision as access authorization or a security clearance.

2 Decisions issued by the Office of Hearings and Appeals (OHA) are available on the OHA website

located at http://www.oha.doe.gov. The text of a cited decision may be accessed by entering the case

number of the decision in the search engine located at http://www.oha.doe.gov/search.htm.
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II. DEROGATORY INFORMATION AND THE ASSOCIATED SECURITY CONCERNS

A. The Individual’s Offenses While Serving in the Military in 2003

The following information, which is not in dispute, was obtained from the transcript of the February

2008 PSI, Exhibit 10, the individual’s hearing testimony, and documents submitted by the

individual.

The individual enlisted in the military in June 1999, at age 18, immediately after graduating from

high school. Hearing Transcript (Tr.) at 57. He served on active duty for over four years, through

August 2003. Exhibit A(3). In the spring of 2003, the individual was deployed to serve in Iraq. Tr.

at 60. As he was getting ready to deploy, the individual requested that he be issued a sidearm to use

in his duties as a sniper in a reconnaissance battalion. Id. at 61-62. Although snipers in infantry

battalions were normally issued a sidearm, those in reconnaissance battalions were not, and the

individual’s superiors denied his request. Id. at 64-66.

The individual then asked his father to bring him a personal weapon, a pistol. He took the pistol,

and ammunition for the gun, with him to Iraq. Id. at 66. The individual did not fire the pistol during

the four months he was deployed in Iraq, and he discarded the ammunition for that weapon before he

left the country. Id. at 67, 71. He did, however, decide to bring back to the U.S. ammunition that

the military issued to his team during his deployment. Id. at 69-70. Understanding that excess

ammunition turned in was to be fired off in the desert so that it would not have to be shipped back,

he hid about 350 rounds of this ammunition in the seat of his Humvee. Id. at 70; Exhibit 10 at

87-88.

As the individual was preparing to return to the U.S., armorers with the individual’s battalion found

his personal weapon while cleaning the case of his military-issued rifle. Tr. at 71-72. When the

individual was asked about the weapon, he admitted that it belonged to him, and also disclosed that

he had hidden ammunition in his Humvee. Id. at 72.

For his actions, the individual received “nonjudicial punishment.” Id. at 74. The U.S. Manual for

Courts-Martial states that nonjudicial punishment “may be imposed for acts or omissions that are

minor offenses” and that such punishment is a “disciplinary measure more serious

than . . . administrative corrective measures . . . , but less serious than trial by court martial.” Exhibit

B(3). In the individual’s case, the punishment was a reduction in rank, forfeiture of half a month’s

pay and allowances for three months, and restriction to his place of duty for three months. Tr. at 74.

The individual was honorably discharged from active duty on August 31, 2003.

B. The Notification Letter

The information set forth in the preceding section is cited in the Notification Letter, as it creates a

substantial doubt as to the individual’s eligibility to hold a clearance. This information pertains to

paragraph (l) of the criteria for eligibility for access to classified matter or special nuclear material

set forth at 10 C.F.R. § 710.8. Criterion (l) defines as derogatory information indicating that the

individual has “[e]ngaged in any unusual conduct or is subject to any circumstances which tend to

show that the individual is not honest, reliable, or trustworthy; or which furnishes reason to believe
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that the individual may be subject to pressure, coercion, exploitation, or duress which may cause the

individual to act contrary to the best interests of the national security.” 10 C.F.R. § 710.8(l).

C. The DOE’s Security Concerns

The derogatory information cited in the Notification Letter adequately justifies the DOE’s

invocation of criterion (l). As the Notification Letter states, the individual admits to knowing that

his conduct was contrary to “military policy and procedures as well as the Geneva Convention, . . . .”

Exhibit 1.3 Conduct that involves questionable judgment, dishonesty, or unwillingness to comply

with rules and regulations can raise questions about an individual’s reliability, trustworthiness and

ability to protect classified information. See Revised Adjudicative Guidelines for Determining

Eligibility for Access to Classified Information (Adjudicative Guidelines), The White House

(December 19, 2005), Guideline E.

III. REGULATORY STANDARDS

The criteria for determining eligibility for security clearances set forth at 10 C.F.R. Part 710 dictate

that in these proceedings, a Hearing Officer must undertake a careful review of all of the relevant

facts and circumstances, and make a “common-sense judgment . . . after consideration of all relevant

information.” 10 C.F.R. § 710.7(a). I must therefore consider all information, favorable and

unfavorable, that has a bearing on the question of whether granting the individual’s security

clearance would compromise national security concerns. Specifically, the regulations compel me to

consider the nature, extent, and seriousness of the individual’s conduct; the circumstances

surrounding the conduct; the frequency and recency of the conduct; the age and maturity of the

individual at the time of the conduct; the absence or presence of rehabilitation or reformation and

other pertinent behavioral changes; the likelihood of continuation or recurrence of the conduct; and

any other relevant and material factors. 10 C.F.R. § 710.7(c).

A DOE administrative proceeding under 10 C.F.R. Part 710 is “for the purpose of affording the

individual an opportunity of supporting his eligibility for access authorization.”

10 C.F.R. § 710.21(b)(6). Once the DOE has made a showing of derogatory information raising

security concerns, the burden is on the individual to produce evidence sufficient to convince the

DOE that granting or restoring access authorization “will not endanger the common defense and

security and will be clearly consistent with the national interest.” 10 C.F.R. § 710.27(d). See

Personnel Security Hearing, Case No. VSO-0013 (1995), (affirmed by OSA, 1996), and cases cited

therein. The regulations further instruct me to resolve any doubts concerning the individual’s

eligibility for access authorization in favor of the national security. 10 C.F.R. § 710.7(a).

IV. FINDINGS OF FACT AND ANALYSIS

______________________

3 The Notification Letter states that the individual “got caught smuggling” ammunition out of Iraq,

citing the individual’s statements in the February 2008 PSI. Exhibit 1. In fairness to the individual,

I note that the he made no such statement in the PSI. The relevant facts are more accurately

described in this decision, specifically that the individual hid ammunition in the seat of Humvee

while the vehicle was in Iraq, and disclosed that fact to his superiors before the vehicle was brought

out of the country. Exhibit 10 at 40.
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The record clearly indicates, and the individual does not deny, that he exercised very poor judgment

in 2003 by bringing a personal weapon and ammunition with him to Iraq and by deciding to bring

excess ammunition belonging to his unit back from his deployment. Tr. at 92-93. Several factors

lead me to conclude, however, that the individual is very unlikely to use similarly poor judgment in

the future.

First, the conduct at issue in this case occurred seven years ago, and is therefore somewhat mitigated

by time alone. While this factor, the recency of conduct, must be taken into account in every case, it

is even more pertinent here, as the individual was 22 years old at the time of the conduct in question.

10 C.F.R. § 710.7(c) (requiring consideration of both the “recency of the conduct” and “the age and

maturity of the individual at the time of the conduct”).

In this regard, the individual testified convincingly that there is a “big difference” between his life

then and now, that he has had time to reflect upon his past decisions and experience the world,

noting that going straight from high school into the military meant that “you still live[d] inside of a

bubble, so to speak, sheltered from a lot of things. People take care of things behind the scenes for

you that [in civilian life] you end up having to do yourself.” Tr. at 88-89. Since leaving active duty,

the individual attended university and received his bachelor’s degree in August 2009, while

continuing to serve his country in the reserves from 2004 to 2008 and in the National Guard from

2009 to the present. Exhibit 11 at 24, 35.

The individual’s company commander in the reserves from 2004 to 2007 testified at the hearing.

Asked about the individual’s compliance with rules and regulations, this witness responded that the

individual “never faltered in any instance where I was his commander . . . . He carries a great

respect for the military and a great respect for the authority and responsibility that was given to

him.” Tr. at 19. He noted that the individual served under him as a drill sergeant, “a very respected

role, and it's not a role that is easy to attain. It also brings with it a lot of added responsibility that

your average soldier, average individual, doesn't shoulder.” Id.

This witness also gave persuasive testimony regarding the changes he has observed in the individual.

He described the individual, upon first meeting him, as having a “very hard-charger, go get it done,

‘I will do it, just point me in a direction, I will knock that wall down, all I need is for you to tell me

what you want me to accomplish’ attitude.” Id. at 22. According to his former commander, the

individual “honed that over time into, as a drill sergeant, ‘I also need you to think. I need you to

think can you get the same thing done by going around that wall and then I don't have your head

split in half, either.’ And so he accomplished that, he became quite the professional soldier, . . . .”

Id. at 22-23. Though the witness was well aware of the individual’s conduct in 2003, he testified

that the individual’s “professional development, his maturing in life, his learning from a negative

situation,” all lead him to conclude that the individual “definitely” learned from his mistakes and

would not repeat them. Id. at 24-25.

Also testifying at the hearing as to the changes in the individual over time was the individual’s

pastor, who has known the individual since he was in high school. The pastor noted that the

individual had married a woman who had three sons from a previous marriage, stating that he was

“very proud” that the individual came “into their life and provide[d] stability and security for that
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family.” Id. at 45. The individual met his wife while they were attending college, married her in

2007, and they are now the parents of daughters born in 2008 and 2009. Id. at 80, 105.

The individual’s pastor contrasted the individual’s present judgment to that when he was younger, in

what the pastor imagined was the “adrenaline-charged atmosphere of a bunch of young men getting

ready to go to war . . . .” Id. at 55. The pastor stated he could see, because the individual is “a

grown man now with some years behind him, some experience behind him, after having had that

experience, having a family to be concerned about now, that his judgment would be much different

now.” Id.

The regulations governing this proceeding also require me to consider the “circumstances

surrounding” the individual’s conduct. 10 C.F.R. § 710.7(c). The focus here is not whether the

circumstances surrounding conduct in any way excuse or justify that conduct, as the purpose of this

proceeding is not to punish past behavior. Rather, I consider those circumstances as part of a

common-sense evaluation of the likelihood that an individual will engage in similar conduct in the

future.

Thus, to the extent conduct occurs under more unique circumstances, that conduct is less likely to

recur. See Adjudicative Guidelines at Guideline E, paragraph 17(c) (security concerns could be

mitigated where conduct “happened under such unique circumstances that it is unlikely to recur”).

Here, common sense dictates that the individual’s past behavior may not be a reliable indicator of

future conduct where the past behavior occurred under circumstances very unlikely to be repeated,

the circumstances in which the individual found himself both immediately prior to and during

deployment in a war zone.

Finally, relevant to the present case is the “nature, extent, and seriousness” of the individual’s

conduct. 10 C.F.R. § 710.7(c). As for the extent of the conduct, the Notification Letter cites

behavior isolated to a relatively brief period of months in the individual’s life in 2003, not a longstanding pattern of conduct demonstrating poor judgment or failure to adhere to rules and

regulations.

Regarding the seriousness of the conduct, it is difficult from a civilian perspective to weigh the

gravity of an offense in a military context, though, as noted above, the individual’s conduct was

deemed, under the Manual for Courts-Martial, to be a “minor offense.” Exhibit B(3). I further take

into account that fact that, within the context of the military, the individual’s conduct did not

preclude him from retaining his Department of Defense security clearance, being honorably

discharged from active service with eligibility for re-enlistment, receiving an Achievement Medal

for his active-duty service, and later a Commendation Medal for his service in the reserves, and most

recently being promoted into the officer ranks as a second lieutenant.

Bearing in mind all of the factors discussed above, I find it extremely unlikely that the individual

will engage in similar behavior in the future, primarily because of the relatively young age of the

individual at the time of the conduct in question, the seven years that have since passed, and the

individual’s very evident maturation in the interim. Thus, it is my common sense judgment, after

considering the entirety of the record in light of the Part 710 regulations and the Adjudicative

· 6 –

Guidelines, that the individual has sufficiently mitigated the security concerns associated with the

issues before me.

V. CONCLUSION

For the reasons set forth above, I conclude that the individual has successfully addressed the DOE’s

security concerns under criterion (l). I further conclude that he has demonstrated that granting him

access authorization would not endanger the common defense and would be clearly consistent with

the national interest. Accordingly, I find that the individual should be granted access authorization.

The DOE may seek review of this Decision by an Appeal Panel under the procedures set forth at

10 C.F.R. § 710.28.

Steven J. Goering

Hearing Officer

Office of Hearings and Appeals

Date: May 21, 2010
